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Q91.  - (Topic 4) 
What is the best practice when assigning IP addresses in a small office of six hosts? 
A. Use a DHCP server that is located at the headquarters. 
B. Use a DHCP server that is located at the branch office. 
C. Assign the addresses by using the local CDP protocol. 
D. Assign the addresses statically on each node. 
Answer: D 
Explanation: 
Its best to use static addressing scheme where the number of systems is manageable rather than using a dynamic method such as DHCP as it is easy to operate and manage. 


Q92.  - (Topic 1) 
Refer to the exhibit. 
Mary is sending an instant message to Robert. The message will be broken into a series of packets that will traverse all network devices. What addresses will populate these packets as they are forwarded from Router1 to Router2? 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
E. Option E 
Answer: B 
Explanation: 
The Source and Destination IP address is not going to change. Host 1 IP address will stay 
as being the source IP and the Host 2 IP address will stay the destination IP address. 
Those two are not going to change. 
For the MAC address it is going to change each time it goes from one hope to another. 
(Except switches... they don't change anything) 
Frame leaving HOST 1 is going to have a source MAC of Host 1 and a destination MAC of 
Router 1. 
Router 1 is going to strip that info off and then will make the source MAC address of Router1's exiting interface, and making Router2's interface as the destination MAC address. Then the same will happen... Router2 is going to change the source/destination info to the source MAC being the Router2 interface that it is going out, and the destination will be Host2's MAC address. 


Q93.  - (Topic 3) 
What is the subnet address for the IP address 172.19.20.23/28? 
A. 172.19.20.0 
B. 172.19.20.15 
C. 172.19.20.16 
D. 172.19.20.20 
E. 172.19.20.32 
Answer: C 
Explanation: 
From the /28 we can get the following: 
Increment: 16 (/28 = 11111111.11111111.11111111.11110000) 
Network address: 172.19.20.16 (because 16 < 23) 
Broadcast address: 172.16.20.31 (because 31 = 16 + 16 – 1) 


Q94.  - (Topic 7) 
Which option is a valid hostname for a switch? 
A. Switch-Cisco 
B. Switch-Cisco! 
C. SwitchCisco 
D. SwitchCisc0 
Answer: C 


Q95.  - (Topic 1) 
How does TCP differ from UDP? (Choose two.) 
A. TCP provides best effort delivery. 
B. TCP provides synchronized communication. 
C. TCP segments are essentially datagrams. 
D. TCP provides sequence numbering of packets. 
E. TCP uses broadcast delivery. 
Answer: B,D 
Explanation: 
Because TCP is a connection-oriented protocol responsible for ensuring the transfer of a datagram from the source to destination machine (end-to-end communications), TCP must receive communications messages from the destination machine to acknowledge receipt of the datagram. The term virtual circuit is usually used to refer to the handshaking that goes on between the two end machines, most of which are simple acknowledgment messages (either confirmation of receipt or a failure code) and datagram sequence numbers. Rather than impose a state within the network to support the connection, TCP uses synchronized state between the two endpoints. This synchronized state is set up as part of an initial connection process, so TCP can be regarded as a connection-oriented protocol. Much of the protocol design is intended to ensure that each local state transition is communicated to, and acknowledged by, the remote party. 
Reference: http://en.wikibooks.org/wiki/Communication_Networks/TCP_and_UDP_Protocols 


Q96.  - (Topic 3) 
What does administrative distance refer to? 
A. the cost of a link between two neighboring routers 
B. the advertised cost to reach a network 
C. the cost to reach a network that is administratively set 
D. a measure of the trustworthiness of a routing information source 
Answer: D 
Reference: http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080094195.shtml 
Administrative distance is the feature that routers use in order to select the best path when there are two or more different routes to the same destination from two different routing protocols. Administrative distance defines the reliability of a routing protocol. Each routing protocol is prioritized in order of most to least reliable (believable) with the help of an administrative distance value. 
Administrative distance is the first criterion that a router uses to determine which routing protocol to use if two protocols provide route information for the same destination. Administrative distance is a measure of the trustworthiness of the source of the routing information. The smaller the administrative distance value, the more reliable the protocol. 


Q97.  - (Topic 3) 
Refer to the exhibit. 
Why are two OSPF designated routers identified on Core-Router? 
A. Core-Router is connected to more than one multi-access network. 
B. The router at 208.149.23.130 is a secondary DR in case the primary fails. 
C. Two router IDs have the same OSPF priority and are therefore tied for DR election 
D. The DR election is still underway and there are two contenders for the role. 
Answer: A 
Explanation: 
OSPF elects one DR per multi-access network. In the exhibit there are two DR so there must have more than one multi-access network. 


Q98.  - (Topic 1) 
Refer to the exhibit. 
What kind of cable should be used to make each connection that is identified by the numbers shown? 
A. 1 - Ethernet Crossover cable 2 - Ethernet straight-through cable 3 - Fiber Optic cable 4 - Rollover cable 
B. 1 - Ethernet straight-through cable 2 - Ethernet straight-through cable 3 - Serial cable 4 - Rollover cable 
C. 1 - Ethernet rollover cable 2 - Ethernet crossover cable 3 - Serial cable 4 - Null-modem cable 
D. 1 - Ethernet straight-through cable 2 - Ethernet Crossover cable 3 - Serial cable 4 - Rollover cable 
E. 1 - Ethernet straight-through cable 2 - Ethernet Crossover cable 3 - Serial cable 4 - Ethernet Straight-through cable 
Answer: B 
Explanation: 
When connecting a PC to a switch, a standard Ethernet straight through cable should be used. This same cable should also be used for switch to router connections. Generally 
speaking, crossover cables are only needed when connecting two like devices (PC-PC, 
switch-switch, router-router, etc). 
Routers connect to frame relay and other WAN networks using serial cables. 
Rollover cables are special cables used for connecting to the console ports of Cisco 
devices. 


Q99.  - (Topic 3) 
What is the subnet address of 172.16.159.159/22? 
A. 172.16.0.0 
B. 172.16.128.0 
C. 172.16.156.0 
D. 172.16.159.0 
E. 172.16.159.128 
F. 172.16.192.0 
Answer: C 
Explanation: 
Converting to binary format it comes to 11111111.11111111.11111100.00000000 or 
255.255.252.0 Starting with 172.16.0.0 and having increment of 4 we get. 


Q100.  - (Topic 4) 
What does the "Inside Global" address represent in the configuration of NAT? 
A. the summarized address for all of the internal subnetted addresses 
B. the MAC address of the router used by inside hosts to connect to the Internet 
C. a globally unique, private IP address assigned to a host on the inside network 
D. a registered address that represents an inside host to an outside network 
Answer: D 
Explanation: 
NAT: Local and Global Definitions http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080094837. shtml Cisco defines these terms as: Inside local address—The IP address assigned to a host on the inside network. This is the address configured as a parameter of the computer OS or received via dynamic address allocation protocols such as DHCP. The address is likely not a legitimate IP address assigned by the Network Information Center (NIC) or service provider. Inside global address—A legitimate IP address assigned by the NIC or service provider that represents one or more inside local IP addresses to the outside world. Outside local address—The IP address of an outside host as it appears to the inside network. Not necessarily a legitimate address, it is allocated from an address space routable on the inside. Outside global address—The IP address assigned to a host on the outside network by the host owner. The address is allocated from a globally routable address or network space. These definitions still leave a lot to be interpreted. For this example, this document redefines these terms by first defining local address and global address. Keep in mind that the terms inside and outside are NAT definitions. Interfaces on a NAT router are defined as inside or outside with the NAT configuration commands, ip nat inside destination and ip nat outside source . Networks to which these interfaces connect can then be thought of as inside networks or outside networks, respectively. Local address—A local address is any address that appears on the inside portion of the network. Global address—A global address is any address that appears on the outside portion of the network. 


Q101.  - (Topic 7) 
Which NAT type is used to translate a single inside address to a single outside address? 
A. dynamic NAT 
B. NAT overload 
C. PAT 
D. static NAT 
Answer: D 
Explanation: 
Network address translation (NAT) is the process of modifying IP address information in 
IP packet headers while in transit across a traffic routing device. 
There are two different types of NAT: . NAT . PAT 


Q102.  - (Topic 1) 
At which layer of the OSI model does the protocol that provides the information that is displayed by the show cdp neighbors command operate? 
A. application 
B. transport 
C. network 
D. physical 
E. data link 
Answer: E 
Explanation: 
CDP is a device discovery protocol that runs over Layer 2 (the data link layer) on all Cisco-manufactured devices (routers, bridges, access servers, and switches) and allows network management applications to discover Cisco devices that are neighbors of already known devices. With CDP, network management applications can learn the device type and the Simple Network Management Protocol (SNMP) agent address of neighboring devices running lower-layer, transparent protocols. CDP allows devices to share basic configuration information without even configuring any protocol specific information and is enabled by default on all interfaces. CDP is a Datalink Protocol occurring at Layer 2 of the OSI model. CDP is not routable and can only go over to directly connected devices. CDP is enabled, by default, on all Cisco devices. CDP updates are generated as multicasts every 60 seconds with a hold-down period of 180 seconds for a missing neighbor. The no cdp run command globally disables CDP, while the no cdp enable command disables CDP on an interface. Use show cdp neighbors to list out your directly connected Cisco neighboring devices. Adding the detail parameter will display the layer-3 addressing configured on the neighbor. 
Reference: http://computernetworkingnotes.com/cisco-devices-administration-and-configuration/cisco-discoveryprotocol.html 


Q103.  - (Topic 1) 
Which layer of the TCP/IP stack combines the OSI model physical and data link layers? 
A. Internet layer 
B. transport layer 
C. application layer 
D. network access layer 
Answer: D 
Explanation: 
The Internet Protocol Suite, TCP/IP, is a suite of protocols used for communication over the internet. The TCP/ IP model was created after the OSI 7 layer model for two major reasons. First, the foundation of the Internet was built using the TCP/IP suite and through the spread of the World Wide Web and Internet, TCP/IP has been preferred. Second, a project researched by the Department of Defense (DOD) consisted of creating the TCP/IP protocols. The DOD's goal was to bring international standards which could not be met by the OSI model. Since the DOD was the largest software consumer and they preferred the TCP/IP suite, most vendors used this model rather than the OSI. Below is a side by side comparison of the TCP/IP and OSI models. 


Q104.  - (Topic 5) 
Refer to the exhibit. 
For security reasons, information about RTA, including platform and IP addresses, should not be accessible from the Internet. This information should, however, be accessible to devices on the internal networks of RTA. 
Which command or series of commands will accomplish these objectives? 
A. RTA(config)#no cdp run 
B. RTA(config)#no cdp enable 
C. RTA(config)#interface s0/0 RTA(config-if)#no cdp run 
D. RTA(config)#interface s0/0 RTA(config-if)#no cdp enable 
Answer: D 
Explanation: 
http://www.cisco.com/en/US/tech/tk962/technologies_tech_note09186a00801aa000.shtml# topicenab 
When CDP is enabled globally using the cdp run command, it is enabled by default on all supported interfaces (except for Frame Relay multipoint subinterfaces) to send and receive CDP information. You can disable CDP on an interface that supports CDP with the no cdp enable command. 
Router#show cdp neighbors 
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch, H - Host, I - IGMP, r – Repeater 
Router# On this router, CDP is enabled on Serial 1 and Ethernet 0 interfaces. Disable CDP on the Serial 1 interface and verify if the neighbor device is discovered on the serial 1 interface, as this output shows: Router#configure terminal Enter configuration commands, one per line. End with CNTL/Z. Router(config)#interface s1 Router(config-if)#no cdp enable Router(config-if)# Z Router#4w5D. %SYS-5-CONFIG_I: Configured from console by console 


Q105.  - (Topic 5) 
Refer to the exhibit. 
A network administrator has configured a Catalyst 2950 switch for remote management by pasting into the console the configuration commands that are shown in the exhibit. However, a Telnet session cannot be successfully established from a remote host. What should be done to fix this problem? 
A. Change the first line to interface fastethernet 0/1. 
B. Change the first line to interface vlan 0/1. 
C. Change the fifth line to ip default-gateway 192.168.17.241. 
D. Change the fifth line to ip route 0.0.0.0 0.0.0.0 192.168.17.1. 
E. Change the sixth line to line con 0. 
Answer: C 
Explanation: 
The default gateway must reside on the same IP subnet as the device. Here, the subnet mask for the VLAN interface is /228. Only choice C will fix this issue, as then the default gateway is on the same subnet as the 2950. 
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